Abstract-We present our preliminary research work intended to lay the foundation for providing a cost effective, secure and reliable system for real time clinical data acquisition required for analysis. We identify a specific problem, namely the need to achieve interoperability by applying a standards based data modeling approach to achieve a common platform that serves to improve the health data mapping of unstructured data and addresses ambiguity issues when dealing with health data from heterogeneous systems. We propose an original algorithm directed at mapping unstructured data and performing semantic integration to form a uniform interoperable system. In order to achieve this, efficient data modeling techniques are introduced for improving data storage and extraction, as demonstrated by our preliminary results.
I. INTRODUCTION
Achieving efficient data access and exchange in many application domains poses research challenges for information science. Of particular importance is the ability to support decision making based on evidence extracted from huge or distributed, heterogeneous knowledge base systems. Medical data analysis involves data capture from many different devices, storage, processing, exchange, integration and interpretation. There exists a diversity of electronic Health Information systems that store large volumes of patient data and medical records independently in various structures and formats. However, it is the heterogeneity of data that prevents straightforward data mapping, standardization and interoperability between the heterogeneous systems.
Electronic health (or medical) records contain information on patient health, stored in an electronic format. An EHR system is a repository or database which has the collection of such kind of data. When we want to merge the EHR data from heterogeneous systems we need to observe the data and understand the similarities and then perform the data mapping. Once the mapping is established we can import the data into a single uniform system. In cases involving medical databases, we might need to use metadata, or require that clinicians identify vocabulary differences manually, in order to overcome the differences between EHRs. This is a significant disadvantage as both metadata filters and human interpretations are error prone. Data mapping can be simply explained as identifying and analyzing the attributes and establishing a common platform for integration of data from heterogeneous systems. Authors Zhao [11] defined data mapping mathematically as, "for any attr‫א‬ ATTR (attr is an attribute and ATTR is a set of all relevant attributes), through mapping rule f, get o=f (attr), we call this a data mapping relation from attr to o where o is a mapping relation entity". The attributes in the input systems might either have exact same representation or equivalent representations. The mapping might need to address various criteria, human interventions or identifications and also data cleaning to some extent. Broad structure of EHR systems (at a higher level) includes the database, data types, structures, authentication, authorization, network, architecture, workstations and so on, whereas the data (at a lower level) might include clinical observations, demographics, symptoms, basic personal details, billing, history, laboratory reports and related items.
Firstly, we will consider the situation at the higher level. Different organizations store the information in various databases (e.g. MySQL, DB2, Oracle, Access, SqlServer, etc.) Or independent file systems. The data stored in the databases might be again of different formats and data types. Number of attributes may vary and type of attributes may vary. Secondly, at the lower level, when we analyze the data, an attribute might be addressed with a particular naming convention in one system and the same attribute might have a different name in another system. Typically the entity is unique but there is an alias name (synonyms, short names, etc.). For example, name of the patient can be represented as a "Name", "Given Name", "Patient Name", etc. So this kind of issues deal with the semantics. Once the data is mapped and integration is successful, interoperability is also very important in EHR systems.
When two or more similar entities are able to work together for a common purpose those systems are said to be interoperable. Ide et al [4] defined interoperability "as the ability of a system, organization or individual to be able to communicate and work together with other similar entities". Various authors, including Ouksel and Sheth [8] , proposed and discussed various levels of interoperability.
• System Level Interoperability: Facilitating interactions between distributed elements and agents.
• Syntactic Interoperability: Low level to high level languages can be used for the exchange of information data.
• Structural Interoperability: Multimedia, hypermedia, object oriented data and other forms of information is recorded.
• Semantic Interoperability: This is the most important level as not only data but the meaning of the information is to be considered.
Interoperability is very important especially in case of medical data. It can be explained with an example as shown in Figure 1 . Let us consider a scenario where a patient is undergoing a surgery in a hospital in Toronto and the surgeon needs to contact another specialist, who is in a different hospital in a different city or country, for some information. In such a case the surgeon can contact the specialist and transfer the necessary clinical reports via email, phone or any other medium of communication. But all of these will involve other steps of extracting the information and interpreting it; even after that we cannot guarantee if the knowledge transfer is hundred percent accurate and reliable, as required. Instead, if both the hospital systems are interoperable, the exchange of any kind of information or clinical reports can be directly done through the electronic systems. The later interoperable way assures reliability, security, faster exchange of data and also is trackable for future references.
The rest of the paper focuses on the medical standards that are adopted in our approach, the actual algorithm proposed, the experimental setup with results and conclusion.
II. MEDICAL STANDARDS
This section introduces various medical standards and their usage in real time. Not only in healthcare, but in most of the domains, standards act as one of the major unit of reliability as they represent the quality and significance. By using or migrating to higher level or version of a healthcare standards, interoperability is not achieved. However, making the best use of standards for exchange of data will improve quality of data exchange, accuracy and security.
A. Health Level 7 (HL7)
Diagnostic systems or hospitals have different mediums of storing the patient data. These systems not only store test results but also include information about billing, symptoms, medicines, methodology of treatments, clinical history, notes, examinations, medical or laboratory reports, etc. Multiple systems may communicate with each other for analysis, transfers, research and other purposes. HL7 acts as a medium for serving the purpose of providing this flexibility across different platforms.
As discussed by Beeler [1] , Health Level 7 (HL7) began in 1987 as a consortium founded at the instigation of a group of health care providers, who set out to develop a protocol for the exchange of healthcare information in clinical settings. The key features of HL7 can be identified as follows. HL7 is a nonprofit oriented; HL7 standards are globally accepted and already being used in many continents like Asia, Africa, Europe and North America; HL7 follows a pragmatic approach unlike other static standards; the mission of HL7 was to achieve Semantic Interoperability; as of now there are various versions of Messaging Standards and also standards for representing clinical documents.
The messaging standards act as the most important part of HL7 leading the core concept behind HL7 to be, "when an event occurs and is recognized by the healthcare computer application, then a message is sent back to one or more recipients as a response" [1] . The structure of one of HL7 version 2.3 messages can be represented as shown in Figure 2 . These HL7 messages have ASCII strings which are divided into segments and further into fields, each representing information related to clinical domain. Every part of the message acts as a place holder and have a specific meaning, which is identified by the systems that are using HL7 as a medium of information exchange. Also, the upward compatibility of these standards is of great advantage in case of real time data management systems in both distributed and centralized environments. The HL7 messages are generally divided into segments, separated by delimiters. The message can be a string or stored in a file and is transferred by using a TCP/IP (Transmission Control Protocol/Internet Protocol). For every request that is generated, a message is generated as a response and is transferred and then the requester sends back and acknowledgement.
B. Logical Observation Identifiers Names and Codes (LOINC)
Until recently, most diagnostic centers and laboratories used their own convention for representing and transferring the information using HL7 messages. But this leads to an overhead of decoding the textual information and clinical representations of independent systems by other end systems. The issue is not only with the textual interpretations of same language, sometimes the language differences might also create a big issue for exchange of data or interoperability. The main purpose of developing LOINC can be identified as to provide unique identifications for the observations that are used in HL7 messages [7] . Most of the clinical/ diagnostic information is exchanged using HL7 messages in many electronic health record systems. Hence, the development of LOINC reduces the ambiguities and manual interpretations in HL7 messages. According to McDonald et al [7] ,
"LOINC has been identified as a universal code system for identifying clinical observations and laboratory terms. These terms when used in HL7 messages clinical and research clients can easily integrate the results data across various repositories."
LOINC database is open source and available for usage. If we identify any new observations that need a new code, we can request LOINC and propose for a new term. Hence it is a very useful and upcoming standard vocabulary useful for clinical terminology identification as it supports HL7 messaging system. Another advantage is that the codes are associated with detailed, unambiguous meaning of the entities and related information required for identifying the entities. Each code or LOINC term is associated with six other sub components (i. component, ii. Property measured, iii. Timing, iv. System, v. Scale, vi. Method used to produce the observation), which provide the details on the term. LOINC repository is a Microsoft Access database and is available to everyone free of cost and can be downloaded from the official LOINC Regenstrief web site (https://loinc.org/). It has two important, basic components; the first is the master table storing all the codes with their associated components and the second table stores the information about all the mapped terms or codes with mappings. The Regenstrief organization also provides a desktop application which acts a graphical user interface based tool for browsing and accessing the LOINC repository. This tool is named as Reginstrief LOINC Mapping Assistant (RELMA). LOINC terms can be searched with the codes, short descriptions, long descriptions, unit of measurements or any other information. LOINC terms can be searched with the codes, short descriptions, long descriptions, unit of measurements or any other information. But, the disadvantage with this RELMA application is that it is only desktop application. Currently, there are no Android/ iPhone compatible application versions of the same software.
III. INTEROPERABILITY FRAMEWORK
Considering the ideas and strategies explained in the previous section, we developed a standardized data mapping framework while addressing the problem of interoperability.
A. Row Modelling Approach
Medical information may be of different types and data entry might be done once or might be updated in a timely manner depending upon the system. Also the details of the information might be recorded by different physicians in a different manner. Hence there is a variation in data details, data types, and time of recording, quality and size of the data. Hence row based or entity attribute value (EAV) based methodology adopted by few authors [2, 6] , is very useful for data sets that are evolving and handling variations caused by multiple sources. The row modelling technique as explained in [6] stores the attribute information to be stored in a row based or modelled table unlike the usual column model where the attributes act as column headings. In this model each table contains only three columns each representing the identifier information, attribute name and its respective attribute value. The metadata information in this model is stored separately in some other tables, instead of storing the metadata or data definitions in the single table along with the attribute information. EAV/CR model as explained by few authors [2] , is an extension to the existing EAV model, where the attributes maybe also linked to their substructures facilitating a complex structure. Hence, by the addition of classes and relations, it becomes an object oriented framework.
The results show that this model was better than traditional row based model. They tried to achieve a mixed design model with varied information of different data types related by using an object relational data model. In regular column based approach each record holds a set of facts or detail information about a patient, whereas in row model approach multiple records may be used to store the information of a single patient. The biggest advantage of this being, attributes who have some or any value assigned are only stored, if any attribute doesn't have any details recorded then it is not stored in the row model unlike the column model where a null value is assigned in the dedicated column. So the data from the independent systems is read and integrated into a single system in the row based format. Thus the data mapping and integration was done successfully but interoperability was not addressed.
B. XML based Framework
Several authors [5, 9] introduced frameworks for exchange of medical records or data across two or more systems using XML as the key concept. Following Kumar et al [5] , once the EHR data is created and is ready to be exchanged between multiple systems, it involves three main phases, i.e., data parsing, data transportation and data reception. For each object that is created, there are set of patient identifiers (name, id, etc.) as root nodes, followed by set of attributes and respective values stored as child nodes of the XML object. An important thing to note here is that the data element identified will be a unique and of a specific format only. A standard data structure is used for data sets that are structured. Both the systems are agreeing upon a specific structure. This implies that there should some sort of manual analysis of the data on both the ends and it has to be in perfect sink with both the ends. The mapping of the data is identified maybe manually and then a structure is set and it is being followed. The advantage here is that the data exchange is being done and it supports interoperability, but the biggest disadvantage is that it cannot handle any unstructured data and without manual interpretations and mapping. Moreover, it is not following and globally accepted standards so again in future if we want to integrate with another system we should follow the same procedure with same data structures. Another issue is that, this model is not having any data bases hence we cannot apply analysis on the data stored in XML format directly without preprocessing. So there is an additional step involving extra query processing time and complexity.
C. Interoperable Hybrid Approach
The main objective of our research is to develop a single solution for addressing the issues of data mapping, integration and interoperability between heterogeneous EHR systems with unstructured data, by using standard vocabularies and minimal human interpretations. The key objective could be further divided into below mentioned set of objectives.
• Achieving data mapping between heterogeneous hospital/diagnostic databases or file systems of any form/structure/design.
• Usage of standard vocabularies and promote interoperability.
• Establishing a dynamic data model with efficient storage allocations and nominal redundancies.
• Making the best use of knowledgebase without data losses for analysis and predictions.
• Addressing the issues of privacy and security.
• To be able to reduce manual or human interpretations of data/metadata without losing their semantics.
We think that a standardized framework based on an efficient data model will improve the quality of healthcare data acquisition and exchange. In this context, "quality" may refer to reducing the percentage of data losses, the time for query processing, reducing the work burden to human operators (e.g. sql experts, health experts). The quality measure is based on a phenomenological viewpoint that we intend to establish as an objective measure.
The proposed approach will be to use programing techniques along with standard vocabularies (HL7, LOINC), for analyzing the semantics of the data in the systems and achieving the data mapping. This can be broadly divided into three stages.
• Analyzing the attributes using standard Vocabularies.
• Implementation of Hybrid data model for data integration.
• Achieving the data mapping and interoperability.
The proposed algorithm can be broadly divided into, six independent steps. The inputs could be some flat file systems, csv files, relational databases, or any other database systems. In the first step where attribute identification is done, there could be a need for performing a sub step to verify if the input data is stored in columnar model. If not, then the data need to convert into appropriate manner followed by the attribute extraction process. This is to be repeated for all the set of inputs considered in the integration and independent sets of attributes is the result of this step. (E.g.: Patient Name, Patient Age, etc.) All the attributes are assigned with relevant LOINC codes and LOINC repository is used as a reference. Once the codes of the attributes are identified, they are compared against one and other and identified into either of the two categories, intersection or independent. The fourth step is the most important step where the database and the tables are created. As per authors [3, 10] , Relational database model have some advantages such as it is more organized, efficient data storage, we can apply various data analysis tools, cost of updating the attributes is higher, data extraction is easy, less processing time, etc. and disadvantages such as it stores null values, manual interpretations, designations of columns, new columns might have to be added sparseness. Where as in case of row model or entity attribute value model, there are some advantages like volatility, no new columns, only row additions, easy logic, no null values and disadvantages such as high data storage, only one data type, we cannot apply any data analysis tools, memory shortage, different interpretations, network congestion, etc. Also authors [10] state that the dynamic generation of tables is better than static tables in case of medical or health related data storage.
We propose a hybrid data model, which tries to make the best usage of both relation and row based model based on the properties of the data. Dynamic tables are then created based on the function types identified for the attributes. The intersection attributes will follow a columnar model with each attribute representing a specific attribute in both the input systems and independent attributes will follow the traditional row based approach with each row having an identifier, attribute and attribute's value. The master table is following a relational approach as the master table consists of all the common attributes from the multiple input systems. As the data is common and number of null values in this are very less. Most of the analysis algorithms are applied on the combined data sets and thus the query processing time is low. All the EHR data is loaded into the new tables this manner. Hence, we are making the best usage of Relational Model here as for the data set EAV would be taking a lot of space and analysis of data is not possible with EAV model. The second table (miscellaneous attributes) stores the uncommon attributes from the input systems. As this data is not present in all the input repositories, we will have many null values if we maintain these in relational form. Also, if there are any duplicate data from the source, we can easily identify eliminate them. This data will not disturb any analysis we want to perform and thus results will be accurate. In case we have any new attributes or unidentifiable attributes because of any erroneous representations, it is very easy to store such data. In case where access to individual data based on separate hospitals is requested, it is easy to apply views, indexing and other techniques to fetch the data along with optimization of query processing times.
When either of the source systems request for any patient information, based on available fields, the framework will extract the information from the database and generates an HL7 message as a response. The HL7 message which is generated as a response, can be imported into the requestor's system by using parsers and http request response objects.
IV. EXPERIMENTAL SETUP
The framework was built on a Java software platform. We have also used Microsoft Access T database, MySQL database, CSV files as the medium of storage for the data. We also used JDBC (Java Database Connectivity), as it is a standard Java API for database connectivity between Java programming language and the databases. For testing the framework we used clinical data sets from [12] , 11710 patient details were generated and used as input data sets. The attributes in the datasets were clinical attributes such as (platelet count, urinalysis, metabolic parameters, etc.). The analysis was conducted with two different systems with different set of attributes. We varied the number of common attributes in different sets in intervals and observed the behavior of the data on various parameters. In all the graphs in Figures 3, 4 In Figures 3, 4 , 5 and 6, we compared the time taken for data load, the database size, search time and deletion time for row model with the hybrid model, respectively. We tested the same data sets over the row model and hybrid model. In all the graphs the red line represents the row model and blue and green lines represent the hybrid model. The best performance of the hybrid model is observed when there are maximum number of common attributes and in the worst case scenario the performance is same as that of the row model. The size and query processing time of the row model is always constant, whereas it is varying in case of the hybrid model. We also found that the trend line of the hybrid graph is almost linear.
As we can see in Fig.4 the hybrid model trend line is not exactly linear. As per our observation, the trend line for row model appears to be linear, but for column model it followed a growing staircase pattern. Hybrid model is a combination of both row and column model. Hence, we see slight fluctuations in the trend line. But, considering the error bars, we can say it is almost linear. In Figure 5 , representing the search time, the processing time is least when searching for common attributes and highest when searching for independent attributes. Figure 7 represents the case where we recorded only information about common attributes in multiple systems; that is, we are agreeing upon a set of common attributes (a standard data object) and then recording the data. If any of the attributes is not present in all the input EHR systems, the corresponding data is discarded. Hence, this approach is good when there are exactly the same attributes in multiple systems; but, its performance is worst in the scenario where there are totally independent sets of attributes. In this paper we proposed a hybrid algorithm that identifies the attributes of data in heterogeneous systems of data and then creates tables based on the attributes at the time of integration. We tested the algorithm with multiple data sets and observed that it is more efficient than the traditional row based approach and it reduces data losses when compared with the XML based approach of exchanging standard data objects. The results were analyzed for behavior over various parameters, such as database size, query processing time for select, delete, insert queries. Also, we measured the amount of data losses relative to a standardized data object and recorded only a set of common attributes from multiple systems. We found that the best performance is achieved when there are a maximum number of common attributes and the worst performance when there are independent attributes. In worst case scenario the algorithm works like the row model. The biggest advantage of this approach is that there are no data losses in any case and interoperability is achieved.
Data cleaning continues to be a significant issue for future work. Attribute identification is dependent on medical vocabularies and repositories in the proposed algorithm. If the attribute representations are incorrect or erroneous, although the current system stores that information, it will not be able to identify or predict the exact medical representation without human interpretations. Handling such issues of ontology construction and alignment are also part of future work. 
